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Receiving a new identification 
verification data by a transaction 
device directly from a user 



Storing the new identification 

verification data on the 
transaction device only, where 
the new identification verification 
data is not shared with another 
device. 



Receiving an input of an 
identification verification data by 
the transaction device directly 
from the user. 



Activating the transaction device 
if the inputted identification 
verification data matches the 
new identification verification 
data. 



Deactivating the transaction 
device when an event occurs. 
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FIG. 2 
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User enters new PIN directly into 
smart card. 



New PIN is stored onto the 
smart card only, where the new 
PIN is not shared with another 
device. 



User inputs a PIN directly into 
smart card. 
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Activate smart card and start 
timer. 
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Deactivate smart card. 
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FIG. 3 



